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. RELEASE NOTES EMAIL SECURITY v11.8 APPLIANCE - NOVEMBER 2021

OVERVIEW

Release 11.8 contains filter, digest, usability enhancements, security updates and bug fixes.

NEW FEATURES AND ENHANCEMENTS

EP-18566
EP-18044
EP-17852
EP-17752
EP-17163
EP-13372
EP-18640
EP-18611
EP-18395
EP-18373
EP-18363
EP-18321
EP-18318
EP-18316
EP-18296
EP-18277
EP-18269
EP-18253
EP-18252

BUG FIXES

EP-18755
EP-18746
EP-18740
EP-18738
EP-18734
EP-18704
EP-18701
EP-18695
EP-18694
EP-18685
EP-18673
EP-18671
EP-18670
EP-18668

Subscribed Reports need to be updated for Branding

Customer would like Outbound IPs sortable by name or by IP

drop dmarc-report@edgewave.com response after 2 hours or a few attempts
Build a confusing character filter

Reports - Delivered Message Summaries with Individual Mailbox View

Email Notification for encrypted messages.

CSREF token prevents DAPI call in automation test

Customize sender for subscribed report

Change digest ‘Report spam’ link to point to GoSecure web site

Security audit called out “end of life” version of jquery is being used on the MAG
Add filter to stack and Ul... No Ul Gibberish option

Change outbound email from Recipient whitelist to Recipient friends

The time for applying GG detect is not stable.

Display all recipients in PD

More details or information about Rule Numbers and Detail values

Change the Dashboard Help URL to GoSecure web site

New Chrome release gives “Form is not secure” response on Login to dashboard
Add filter to stack and Ul for subject that contains confusing or non sensical characters
Allow Admin to disable receiving spam submission report for mailbox or domain

Cannot “update section” when updating mailbox aliases in admin dashboard
Cannot trigger event change on Policies tab on Personal Dashboard
Memory Heap Error going to branding page

Daily Digest Release adds entries to Recipient Whitelist even though not enabled
Quarantine report contains domains other than the customers

SMD expire day is not match with settings

Reset checkbox in Dashboard Logos does not work

Occurred error “unable to upload configuration”

Get unexpected domain when redirect from chart to report

Got error when updating the Email Continuity

Occurred error when upload custom logo for SMD

Miss a warning for big file when updating Dashboard Logos

Content Filter show error Unsupported Content-Encoding

Change branding in DMARC report
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+ EP-18666
+ EP-18663
+ EP-18662
+ EP-18614
+ EP-18486
+ EP-18451
+ EP-18439
+ EP-18423
+ EP-18412
+ EP-18405
+ EP-18403
+ EP-18401
+ EP-18396
+ EP-18385
+ EP-18380
+ EP-18350
+ EP-18346
+ EP-18343
+ EP-18335
+ EP-18324
+ EP-18323
+ EP-18315
+ EP-18313
+ EP-18309
+ EP-18301
+ EP-18299
+ EP-18289
+ EP-18288
+ EP-18285
+ EP-18266
+ EP-18257
+ EP-18247
+ EP-18246
+ EP-18239
+ EP-18236
+ EP-18197
+ EP-18165
+ EP-18163
+ EP-18154
+ EP-18153
+ EP-18131

Unable to change password on console-light

Unable to update Mailbox Discovery and Authentication at the same time
Unable to login/signup SMD AWS console

Not seeing the older messages in PD-light

Script error when selecting Configure Services from Portal with Internet Explorer
Duplicate Unsubscribe link in subscribed reports

Mailbox Report does not include Bulk deleted mailbox

Lost event RBL messages of action BLOCK and Markup

Unable to open the Attach Encryption message

Subscribed report of Message Category Summary - All Outbound IP is incorrect
Incorrect data with specific outbound IP on Encrypted Attachment Report
Rules targeting a recipient are not applied to multi-recipient samples

Bounced messages to Microsoft servers - 503 5.5.2 Need rcpt command
Unable to open the Attach Encryption message with attachment files

Reflected XSS in Secure Mail Login

Total value is zero on Mailbox list

Group Settings - Apply to Phishing Category option missing

No Spam Submission Report return

verland.org Subscribed Reports are showing addtional domains

Recipient, subject are blank when reply/reply all/forward on console-light
Attachment is not displaying in PD-light

‘Update section’ button is not enabled in Bulk Mailbox Settings

PD Light sorting by date/time not working

Display name spoofing false positives

Redirects to the login page of other brands

Verify Mailboxes Now option on the mailboxes list fails if there are too many mailboxes
Notification message is not counted into All Inbound Domains

Lack of Unsubscribe link in the big subscribed report

Account Operator was able to create domain via DAPI

The authverifier are not changed to null on outbound IP

Encrypted Attachment Report show wrong GUI

Unchanged Subject when replying/forwarding Attachment Encryption message
‘All’ option is not including Outbound Authenticated Relay

The verifieruid and/or authverifier are not changed to null

Unable to set Mailbox Discovery in Bulk Domain Setting

monthlydomainevents includes strip and encrypt, but hourlyevents do not.
Displaying ‘By’ in Message Category/Handling Summary

Typo in Recipient Rate Limit notification

Some mailboxes were deleted even though Mailbox Discovery were set to delete at 90 days
PD Lite FAQ link goes to a 404

Help link on Appliance dashboard leads to unreachable site
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+ EP-18130
+ EP-18114
+ EP-18068
+ EP-18059
+ EP-17967
+ EP-17952
+ EP-17946
+ EP-17820
+ EP-17798
+ EP-17795
+ EP-17778
+ EP-17726
+ EP-17700
+ EP-17692
+ EP-17652
+ EP-17440
+ EP-17371
+ EP-17289

+ EP-17171
+ EP-17017

Top SPAM IPs (24 hours) Chart showing incorrect data

Reply/Reply All/Forward in SMD did not include inline image

Encrypted Attachment Report does not show EA message from existing mailbox/domain
‘All' and specific outbound IP on chart “Top Spam Recipients’ is not match - Admin Account
Deferred Queue Report do not show deferred digests from dashboard server

XML API config/download ignores domain property

Was able to access PD light when ‘Allow access to the PD and digest delivery’ unchecked
Should not be able to click ‘Send’ while uploading file

Getting error ‘404: error’ when opening encrypted message with attachment file.

Error occurs when run Advanced Report with Filter - Recipient(s) that contains an apostrophe
Error when running reports

Mailboxes deleted showing wrong number

Domain/Outbound IP is missed on Encrypted Attachment Report

Threshold for Offline Duration should show in format mm:ss

Digest Option Add to Friends list does not complete in Android

Verify by message count removed and re-added mailboxes

Update Help link on encrypted-message to new location

Message Category Summary displayed Domain/Outbound IP; Time/Date incorrectly when it opened from
the chart on home page

TLS required so the connection does not “Fail Over” to Special Routing
Change default Customer Service email to GoSecure

VULNERABILITY FIXES

+ EP-18556 Upgrade tiny_mce to version 5.
+ EP-18506 XSS vulnerabilities on dashboards and notifications
« EP-18380 Reflected XSS in Secure Mail Login
« EP-18373 Security audit called out “end of life” version of jquery is being used on the MAG
+ EP-18369 Upgrade struts to latest release to close security holes
« EP-18269 New Chrome release gives “Form is not secure” response on Login to dashboard
API CHANGES
* None
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